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1
KEY GENERATING DEVICE AND KEY
GENERATING METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims the benefit of
priority from Japanese Patent Application No. 2012-067719,
filed on Mar. 23, 2012; the entire contents of which are incor-
porated herein by reference.

FIELD

Embodiments described herein relate generally to a key
generating device and a key generating method.

BACKGROUND

An encryption communication network is known which is
configured by a plurality of networked nodes connected to
each other through a plurality of links. Each node has a
function of generating and sharing a random number with an
oppoising node connected through the link, and a function of
performing encryption communication on the link using the
random number as an encryption key (hereinafter, a link key).
In addition, some of the nodes each have a function of gen-
erating a random number independently of the link, and a
function of transmitting the generated random number to the
other nodes. An application in the encryption communication
network has a function of acquiring the random number from
the node, and performing the encryption communication with
another application using the random number as the encryp-
tion key (hereinafter, refer to as an application key). The
application may be integrally implemented in the node, or
may be implemented as a terminal independently of the node.

In the node, the function of generating and sharing the
random number (the link key) between the oppoising nodes
connected through the link, for example, is generally imple-
mented by a technique called a quantum encryption commu-
nication. In this case, a technique of generating the random
number (the application key) in the node independently of the
link and transmitting the generated random number to
another node through the link may be referred to as a quantum
key distribution (QKD).

However, a specific sequence of generating of timing at
which the random number (the application key) is generated
independently of the link and a frequency thereof is not
clearly disclosed in the conventional technique, so that it is
difficult to efficiently generate and share the application key.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating a network configuration of
a communication system according to an embodiment;

FIG. 2 is a block diagram illustrating a node;

FIG. 3 is a diagram illustrating an example of application
key information;

FIG. 4 is a diagram illustrating an example of correspon-
dence information;

FIG. 5 is a diagram illustrating an example of session
information;

FIG. 6 is a diagram illustrating an example of states of a
session;

FIG. 7 is a block diagram illustrating an application;

FIG. 8 is a sequence diagram illustrating a session starting
process;
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2

FIG. 9 is a sequence diagram illustrating a session continu-
ation process;

FIG. 10 is a sequence diagram illustrating a session termi-
nation process; and

FIG. 11 is a diagram illustrating a hardware configuration
of a key generating device according to the embodiment.

DETAILED DESCRIPTION

According to an embodiment, a key generating device
connected to an external device includes a generating unit
configured to generate an encryption key; a first communi-
cating unit configured to transmit and receive the encryption
key to and from the external device; a storage unit configured
to stores therein state information indicating a communica-
tion state with respect to an application using the encryption
key; and a controller configured to make a control of changing
afrequency at which the generating unit generates the encryp-
tion key or a frequency at which the first communicating unit
transmits and receives the encryption key according to the
state information.

Herein below, a preferred embodiment will be described in
detail with reference to the accompanying drawings.

The key generating device (node) according to the embodi-
ment controls a frequency of generating an application key
and a frequency of transmitting and receiving (exchanging)
the application key to and from another node according to a
communication state with respect to an application using an
encryption key (the application key).

FIG. 1 is a diagram illustrating a network configuration of
a communication system according to an embodiment. The
communication system includes nodes 1004 to 100c serving
as the key generating device and applications 200a and 200c.

In a case where there is no need to distinguish the nodes
100a to 100¢ from each other, it may be simply referred to as
the node 100. In a case where there is no need to distinguish
the applications 200a and 200c¢, it may be simply referred to
as the application 200. The number of the nodes 100 is not
limited to 3. In addition, the number of the applications 200 is
not limited to 2.

As described above, the nodes 100a to 100¢ each have a
function of generating and sharing a random number with the
oppoising nodes and a function of performing encryption
communication on the link using the generated random num-
ber as a link key.

The node 100 may have a function of generating the ran-
dom number independently of the link and a function of
transmitting the generated random number to another node.
Herein below, the description will be made on the assumption
that the nodes 1004 and 100c¢ (the nodes to be connected to the
applications 200a and 200¢) have these functions. Specifi-
cally, as illustrated in FIG. 1, an example of a network con-
figuration below will be described.

The network is configured such that the node 100a and the
node 1005 are connected through a link 300a¢ which is the
encryption communication network, and the node 1005 and
the node 100¢ are connected through a link 3006 which is the
encryption communication network.

The application 200a performs the encryption communi-
cation with the application 200c.

The application 200q acquires the application key from the
node 100qa for the encryption communication.

The application 200¢ acquires the application key from the
node 100c¢ for the encryption communication.

FIG. 2 is a block diagram illustrating an example of a
configuration of the node 100. As illustrated in FIG. 2, the
node 100 is provided with a first generating unit 101, a first
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communicating unit 102, a second generating unit 103, a key
managing unit 104, a second communicating unit 105, a
storage unit 106, a control unit 107, and a platform unit 108.

The first generating unit 101 generates and shares the ran-
dom number with the oppoising node connected through a
link (a link-key generating/sharing link) 51 in which the link
key is generated and shared. The first generating unit 101
manages the generated random number as the link key. The
link key, for example, is stored and managed in a storage
device (a random access memory (RAM), a hard disk drive
(HDD), and the like) located inside or outside the first gen-
erating unit 101.

The first generating unit 101, for example, generates the
random number using a quantum encryption communication
technique. A method of generating the random number is not
limited thereto, and any known method of generating the
random number may be applied.

The first communicating unit 102 is used when data is
transmitted or received (inter-node data communication) to
and from another node 100 (an external device) connected
through a link 52 which is a communication link (inter-node
communication link) to the another node 100. Herein, the link
52 may be the same as the link 51, or different from each
other. In addition, an oppoising node connected to the link 52
may be the very oppoising node connected to the link 51, or
different from each other.

The other node 100 which is a correspondent in the inter-
node data communication may be the oppoising node (the
node 1005 for the node 1004a) directly connected through the
link 52, or still another node 100 (for example, the node 100¢
for the node 100qa) further connected to another node of the
oppoising node thereof through the communication link. In
this case, the first communicating unit 102 may provide a
routing function for performing communication through a
plurality ofthe nodes 100 over the encryption communication
network. In addition, the inter-node data communication may
be encrypted using the link key which has been generated and
shared by the first generating unit 101.

The second generating unit 103 has a function of generat-
ing the random number independently of the first generating
unit 101, and sharing the generated random number with the
other node 100. When the random number is shared with the
other node 100, the function of the first communicating unit
102 may be used. The random number which has been gen-
erated and shared by the second generating unit 103 is
referred to as the application key. When the timing or/and the
frequency of generating or/and sharing the application key,
and the node 100 for exchanging the application key are to be
determined, the second generating unit 103 refers to session
information (the details will be described below) which is
stored in the storage unit 106.

The key managing unit 104 manages the application key
which has been generated and shared by the second generat-
ing unit 103. The key managing unit 104 selects an appropri-
ate application key in response to a request from the second
communicating unit 105 and then transfers the selected appli-
cation key.

FIG. 3 is a diagram illustrating an example of application
key information which is stored in the key managing unit 104.
The application key information represents information
which is used for the key managing unit 104 to manage the
application key. The application key information represents a
sharing state of the application key in each node 100. As
illustrated in FIG. 3, the application key information includes
an ID of a correspondent node, generation source informa-
tion, and the application key.
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The ID of the correspondent node is information (for
example, an [P address) for identifying the node 100 which
becomes a correspondent sharing the application key. The
generation source information is information for specifying a
generation source of the application key. For example, in a
case where the generation source information is 1, it repre-
sents that the subject device has generated the application key.
In a case where the generation source information is 0, it
represents that another node 100 sharing the application key
has generated the application key.

In general, the node 100 shares the application key with a
plurality of other nodes 100. In addition, the node 100 shares
a plurality of the application keys with another node 100.

The application key information just has to include at least
the ID of the correspondent node and the application key, and
for example, the generation source information may not be
included. In addition, the application information may
include the application key itself, and alternatively include
the link to the application key or only the ID of the application
key. In addition, the application key information is not distin-
guished for each session (key use session) which uses the
application key.

The key managing unit 104 specifies a relation of connec-
tion between the application 200 and the node 100, for
example, with reference to correspondence information (the
application directory) stored in a storage (not illustrated).
FIG. 4 is a diagram illustrating an example of the correspon-
dence information. As illustrated in FIG. 4, the correspon-
dence information includes the ID of the application and the
1D of the node. The ID of the application represents informa-
tion for identifying the application 200. The ID of the node
represents information for identifying the node 100 which is
connected to the corresponding application 200. The ID of the
application and the ID of the node, for example, are an IP
address of the application 200 and an IP address of the node
100, respectively.

For example, in the example of FIG. 1, the node 100a
which receives a notification from the application 2004 trying
to use the application key in communication with the appli-
cation 200c¢ is necessary to specity, from the information of
the application 200c¢, the node 100¢ which is a node con-
nected to the application 200c¢. The key managing unit 104 of
the node 100q refers to the specification information as illus-
trated in FIG. 4 for the node specification.

A method for each node 100 to acquire the specification
information is not particularly limited. For example, the node
100 which accepts a registration from the application 200
may notify all the nodes 100 of the information. Alternatively,
apredetermined server may be dedicated to manage the speci-
fication information, and each node may query the specifica-
tion information to the server as needed.

The description will be continued with reference back to
FIG. 2. The second communicating unit 105 is used when the
data communication is performed with the application 200
which is connected to the application 200 through the com-
munication link (the application communication link). For
example, the second communicating unit 105 accepts the
request from the application 200, and provides the application
key to the application 200.

Herein, since there is no definition on the application com-
munication link, the application 200 may be present in
another computer connected to the node 100 through some
kind of network. In this case, the network through which the
node 100 and the application 200 are connected may be
configured to implement existing network security functions
such as a firewall, data encryption, and data authentication.
The application 200 may present in the node 100 and con-
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nected to the second communicating unit 105 through a soft-
ware API (Application Program Interface).

The communication between the application 200 and the
node 100 (that is, the second communicating unit 105), that is,
the communication for requesting and acquiring the applica-
tion key between the node 100 and the application 200 is
managed using the session information. The session informa-
tionis information (state information) representing a commu-
nication state between the node 100 and the application 200.

In addition, when the application 200 performs the encryp-
tion communication, two nodes 100 connected from the
application 200 share the same or associated session infor-
mation on the encryption communication. In other words, for
example, when the application 200a and the application 200¢
perform the encryption communication, the session informa-
tion is managed between the application 200a and the node
100a, and the session information is managed between the
node 100¢ and the application 200c¢. These two sessions are
identical or associated with each other.

For this reason, the second communicating unit 105 may
perform communication with the application 200 using any
kind of session control protocol. As an example of the session
control protocol, a session initiation protocol (SIP) may be
used. Further, the second communicating unit 105 may be
configured to relay the information relating to the session
control to another node 100 through the encryption commu-
nication network (for example, from the node 100a to the
node 100¢). When the communication is performed with the
other node 100, the second communicating unit 105 can use
the first communicating unit 102.

When the second communicating unit 105 verifies the
request from the application 200 and as a result it is verified,
the communication with the application 200 may be
executed. Herein, the verification includes to confirm the
application key use right ofthe application 200, to confirm the
completeness in request data, and the like.

The description will be continued with reference back to
FIG. 2. The storage unit 106 stores therein the session infor-
mation to be updated through the communication between the
second communicating unit 105 and the application 200 for
every key use session. For example, the state of the session is
shifted (updated) by the second communicating unit 105
through the communication with the application 200. In addi-
tion, for example, the second communicating unit 105 regis-
ters corresponding session information at the time of starting
the key use session and deletes the corresponding session
information after the key use session is terminated.

FIG. 5 is a diagram illustrating an example of session
information. As illustrated in FIG. 5, the session information
includes a session identifier, an ID of a correspondent node,
an ID1 of the application, an ID2 of the application, a state of
the session, and a request throughput.

The session identifier is information for identifying the
session. The ID of the correspondent node is the ID of the
node 100 serving as the correspondent. The ID1 of the appli-
cation is the ID of the application 200 which corresponds
(connected) to the subject device. The ID2 of the application
is the ID of the application 200 which corresponds (con-
nected) to the node 100 serving as the correspondent.

The request throughput represents a usage frequency of
keys which are requested by the application 200 (the appli-
cation 200 identified by the identifier ID1 of the application)
corresponding to the subject device. The application 200, for
example, requests the generation (use) of a safe application
key to the node 100 for every occurrence of the communica-
tion. For example, such a generation of the application key for
every occurrence of the communication is required for the
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communication in which a theoretically-indecipherable one
time pad cipher is used. The application 200, for example,
updates the throughput (the request throughput) of generating
necessary keys according to a predictable communication
volume or the like, and notifies the node 100 of the through-
put. The node 100 stores the notified request throughput in the
session information. How to specify the request throughput is
not limited, and for example, it may specify the number of the
application keys necessary per unit hour.

The respective IDs included in the session information, for
example, may be represented by the IP address, or a set of the
IP address and a port number. In addition, the session identi-
fier may be represented using the IP address (or the IP address
and the port number) of the corresponding application 200. In
this case, the ID1 of the application may not be provided.

FIG. 6 is a diagram illustrating an example of the states of
the session. FIG. 6 illustrates an example of the states of the
session including three states of “starting”, “connected”, and
“terminating”, and state transition between the states. How-
ever, the states of the session are not limited thereto.

The transition from the initial state to the “starting” state
(state 701) occurs, for example, when the node 100 receives a
request for starting the use of the application key from the
corresponding application 200 (transition 711). The transi-
tion from the “starting” state to the “connected” state (state
702) occurs, for example, when the node 100 starts to provide
the application key to the corresponding application 200
(transition 712).

When the node 100 receives a request for updating the
request throughput from the corresponding application 200,
the state is shifted from the “connected” state to the “con-
nected” state (transition 713).

The transition from the “connected” state to the “terminat-
ing” state (state 703) occurs, for example, when the node 100
receives a request for stopping the use of the application key
from the corresponding application 200 (transition 714).

The “terminating” state is shifted to the terminating state,
for example, when the node 100 completely deletes the ses-
sion information from the corresponding application 200
(transition 715).

The description will be continued with reference back to
FIG. 2. The control unit 107 controls the generating and the
sharing of the application key between other nodes 100 by
referring to the session information as illustrated in FIG. 5.
For example, the control unit 107 updates the frequency, at
which the second generating unit 103 generates the applica-
tion key, based on the number of the key use sessions in the
connected session state, the total value ofthe request through-
put, the number of pieces of the session information managed
by the storage unit 106 for each correspondent node, and the
like. In addition, the control unit 107 updates the frequency, at
which the first communicating unit 102 transmits the appli-
cation key to another node 100, based on the number of the
key use sessions in the connected session state, the total value
of'the request throughput, the number of pieces of the session
information managed by the storage unit 106 for each corre-
spondent node, and the like.

The frequency of generating the application key is a fre-
quency at which the second generating unit 103 generates the
application key (the random number) independently of the
first generating unit 101. The frequency of sharing (exchang-
ing) the application key is a frequency at which the already
generated application key is transmitted and received (ex-
changed) for sharing the key to and from the node 100 of the
correspondent. In a case where the application key is gener-
ated and also transmitted and received, the both (the fre-
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quency of generating the application key and the frequency of
sharing the application key) may be treated as the same mean-
ing.

For example, the control unit 107 increases the frequency
of generating the application key according to the increase in
number of the key use sessions of the connected state. It does
not matter how much the frequency increases, but for
example, the frequency of generating the application key may
increase so as to be proportional to the number of the key use
sessions. In addition, for example, the control unit 107 causes
the frequency of generating the application key to increase
according to the increase of the total value of the request
throughput included in the session information of each key
use session.

In addition, the control unit 107 determines the node 100,
which generates or/and shares the application key, based on
the ID of the correspondent node included in the session
information.

Further, in a case where the session information is deleted,
that is, in a case where the encryption communication is not
performed with the application 200 connected to another
node 100, the control unit 107 may terminate the operation of
generating and sharing the application key with the other
node 100.

The platform unit 108 provides functions of an operating
system of a computer necessary for managing and operating
other components on the node 100.

Hereinbefore, the configuration of the node 100 according
to the embodiment has been described. Next, an exemplary
configuration of the application 200 according to the embodi-
ment will be described. FIG. 7 is a block diagram illustrating
an example of a configuration of the application 200 accord-
ing to the embodiment. As illustrated in FIG. 7, the applica-
tion 200 includes a communicating unit 201, an encryption
processing unit 202, an executing unit 203, a communicating
unit 204, and a platform unit 205.

The communicating unit 201 is connected to the node 100
(specifically, the second communicating unit 105 of the node
100) through the communication link (a link 53), and trans-
mits and receives various kinds of data to and from the node
100. For example, the communicating unit 201 acquires the
application key necessary for performing the encryption
communication from the node 100. The communicating unit
201 may establish the session with the node 100 when per-
forming communication to acquire the application key from
the node 100. The information on the session may be shared,
through the node 100, with the application 200 which
becomes a correspondent in the encryption communication
by the application 200 and the node 100 connected to the
application 200.

For example, when the encryption communication is per-
formed between the application 200a and the application
200c, the application 2004 and the node 100a establish a key
use session, and the application 200¢ and the node 100¢ also
establish a key use session which is identical or associated
with the key use session. For this reason, the communicating
unit 201 may perform the communication with the node 100
using any kind of session control protocol.

The encryption processing unit 202 performs an encryp-
tion processing using the application key. For example, the
encryption processing unit 202 stores the application key
acquired by the communicating unit 201 and performs the
encryption processing and decryption processing on neces-
sary data using the application key after the encryption com-
munication. Further, an available cryptographic algorithm is
not particularly limited. For example, a block cipher such as
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an advanced encryption standard (AES) may be used, or a
Vernam cipher such as a one-time pad (OTP) may be used.

The executing unit 203 executes an application function of
performing the encryption communication. The kinds of
application functions are not limited as long as communica-
tion is performed through the application function. For
example, the executing unit 203 executes a function such as a
video transmission. The executing unit 203 delivers transmis-
sion data to the communicating unit 204 and receives recep-
tion data from the communicating unit 204.

The communicating unit 204 provides a communication
function necessary for the operations of the executing unit
203. In addition, when the data communication is performed,
the communicating unit 204 may encrypt or decrypt the data
using the encryption processing unit 202. When receiving the
transmission data from the application 200, the communicat-
ing unit 204 encrypts the data using the encryption processing
unit 202, and transmits the data through a data communica-
tion link (a link 54). The data communication link is a link for
transmitting and receiving data to and from the application
200 of the correspondent. In addition, when receiving data
from the data communication link, the communicating unit
204 decrypts the received data using the encryption process-
ing unit 202, and delivers the decrypted datato the application
200.

The platform unit 205 provides functions of an operating
system of a computer necessary for managing and operating
other components on the application 200.

Hereinbefore, the configuration of the application 200
according to the embodiment has been described. The
description above is an example, for example, the application
200 may have only a function (the communicating unit 201)
of controlling writing and reading of the storage used to store
the application key.

Next, three basic sequences according to the embodiment
will be described. FIG. 8 is a sequence diagram illustrating an
entire flow of a session starting process according to the
embodiment. The session starting process is performed
among the application 200a, the node 100q, the node 100c¢,
and the application 200c when the application 200« starts the
encryption communication with the application 200c.

The application 200q transmits a message (a start request
message) to the node 100q to start a request of the application
key (step S101). The start request message, for example,
includes information on the ID (the port number to be con-
nected to the IP address) of the application 200¢ which
becomes a correspondent in the encryption communication of
the application 200a.

The start request message may include the session identi-
fier for identifying the session to be established (for example,
the IP address allocated to the application 2004, and the port
number of the application 200a used for the application 200a
to communicate with the application 200¢). Further, the start
request message may include information on the usage fre-
quency of the application key which is considered to be used
when the application 200a performs the encryption commu-
nication with the application 200¢ (for example, the request
throughput related to a communication throughput which is
predicted by the application 200a with respect to the appli-
cation 200c¢), and the like.

At this point of time, the second communicating unit 105 of
the node 100a starts to manage the information on the key use
session, and the session state thereof is shifted to the starting
state.

Meanwhile, as described above, there is no particular limi-
tation on a message format and a protocol of the second
communicating unit 105 for transmitting the start request
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message to make a communication between the application
200 and the node 100. For example, the session control pro-
tocol may be used. As an example of the session control
protocol, the SIP may be used.

The node 100a which has received the start request mes-
sage specifies a correspondent, for example, using a function
of the application directory illustrated in FIG. 4 (step S102).
For example, the key managing unit 104 of the node 100a
specifies the application 200¢ which is the correspondent
specified by the application 2004, and the node 100¢ which is
the node 100 to be used when the application 200c¢ is in the
encryption communication.

In addition, the second communicating unit 105 generates
the session information in which the session identifier (which
is generated if necessary) associated with the corresponding
encryption communication, the application 2004, the node
100c, and the application 200¢ are associated with each other,
and stores the generated session information in the storage
unit 106. The second communicating unit 105 may transmit a
message to the application 200a to acknowledge that the node
100a has specified the application 200¢ and the node 100¢
(step S103).

The first communicating unit 102 of the node 1004 trans-
mits a message (a key request message) to the node 100c,
which includes the information on the ID of the application
200c¢ (for example, the port number to be connected to the IP
address) which is the information acquired through the start
request message and the session identifier associated with the
corresponding encryption communication (step S104). The
key request message may include information on the node
100a and the application 200e¢ which are transmission
sources of the messages. The message exchange between the
node 100a and the node 100¢ is generally encrypted and
carried out through a link 300 illustrated in FIG. 1.

Further, there is no particular limitation on the message
format and a protocol for communication between the nodes
(the node 100a and the node 100¢) for transmitting the key
request message. The first communicating unit 102 may use
the same message format and protocol as those described
above for communication between the application 200a and
the node 100a, or may use different format and protocol. For
example, the session control protocol may be used. As an
example of the session control protocol, the SIP may be used.

When receiving the key request message, the second com-
municating unit 105 of the node 100¢ generates, from the data
included in the key request message, the session information
in which the associated session identifier, the application
200a, the node 100a, and the application 200c are associated
with each other, and stores the generated session information
in the storage unit 106 (step S105). The second communicat-
ing unit 105 may notify the application 200c¢ of a message (a
request source message) which includes the information on
the ID of the application 200¢ included in the key request
message (step S106). In addition, the request source message
may include information on the node 100a and the applica-
tion 200a which are transmission sources of the messages.

Atthis point of time, the second communicating unit 105 of
the node 100c¢ starts to manage the information on the key use
session, and the session state thereof is shifted to the starting
state.

The application 200¢ determines whether or not the
encryption communication with the application 200qa is
allowed, based on the information included in the request
source message regarding the node 100« and the application
200a which are the transmission sources of the messages, or
based on the information on the usage frequency of the appli-
cation key indicated by the application 2004 (for example, the
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request throughput associated with the communication
throughput with the application 200¢ predicted by the appli-
cation 200a) (step S107). The application 200c may notify the
node 100¢ of the determination result as a message (a result
message) (step S108).

When receiving the result message, the node 100¢ notifies
the node 1004 of the result message (step S109).

The node 100a starts an application key sharing process in
which the application key for the key use session is generated
and assigned (step S110). Specifically, the control unit 107
starts to share the application key with the node 100c¢ using
the second generating unit 103 and the first communicating
unit 102. Further, in a case where the node 100¢ receives the
application key which has been generated and shared by the
node 100q, the node 100¢ may transmit a reception acknowl-
edge message to the node 100aq.

Hereinafter, the application key sharing process between
the node 1004 and the node 100¢ continues until the state of
the session is shifted to the terminated state. At this time, the
control unit 107 determines the frequency of performing the
application key sharing process based on the information (the
request throughput) on the usage frequency of the application
key stored in the node 100a. The control unit 107 may deter-
mine that a correspondent for sharing the application key to
be generated is the node 100¢ based on that the node associ-
ated with the key use session is the opposing node. Further,
the control unit 107 may determine the usage frequency ofthe
application key based on information obtained by referring to
the session information other than the corresponding key use
session such as a state of another key use session stored
therein (for each opposing node), and the total usage fre-
quency of the other application keys (for each opposing
node).

The node 1004 notifies the application 200a of one of the
keys which are shared with the node 100c¢ (step S111). A
message (a key notifying message) for the notification may
include information of the session identifier. In addition, at
this point of time, the state of the key use session stored in the
node 100a is shifted to the connected state.

The node 100c¢ is also notified an event, which caused by
the key notifying message from the node 100aq, of notifying
the application 200qa of the application key (step S112). Note
that, the application key may be shared by a message gener-
ated for notification at this time.

The node 100¢ notifies the application 200c¢ of one of the
keys which are shared with the node 100a (step S113). The
message (the key notifying message) for the notification may
include information of the session identifier. In addition, at
this point of time, the state of the key use session stored in the
node 100c is shifted to the connected state.

FIG. 9 is a sequence diagram illustrating an entire flow of
a session continuation process according to the embodiment.
The session continuation process is performed when the
application key is acquired from the node 1004 or the node
100¢ because the application 200a and the application 200¢ in
the encryption communication need a new application key as
data is transmitted and received.

The application 2004 transmits a message (an additional
request message) to the node 100a to make an additional
request for the application key (step S201). The additional
request message may include the session identifier, the size of
the application key to be requested, and the usage of the
application key to be requested (for transmission or for recep-
tion).

The key managing unit 104 of the node 100a which has
received the additional request message specifies the appli-
cation key which will be delivered to the application 200a
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from the session identifier included in the additional request
message and the like (step S202). At this time, the second
communicating unit 105 transmits a message for notifying
the node 100c¢ separately specified by the session identifier
that the application key is additionally provided to the appli-
cation 200a (step S203), and the provision of the application
key from the node 100c¢ to the application 200c may be
performed in synchronization with the transmission.

In this case, the node 100¢ which receives the notification
through the message transmitted in step S203 may notify the
application 200c¢ of the message including the application key
(not illustrated). In this case, the main sequences from step
S205 to step S208 may not be executed.

The second communicating unit 105 of the node 100a
notifies the application 200a of a message including the
specified additional application key (step S204). The message
may include information of the session identifier.

Since the key use session is in the connected state even
when these application keys are being additionally provided,
the application key sharing process between the node 100a
and the node 100¢ (step S110 of FIG. 8) is continuously
performed.

The application 200¢ transmits a message (the additional
request message) to the node 100¢ to make an additional
request for the application key (step S205). The additional
request message may include the session identifier, the size of
the application key to be requested, and the usage of the
application key to be requested (for transmission or for recep-
tion). In general, the usage is in reverse to that indicated in the
application 200a. For example, when encrypted data is
received from the application 200q, the additional request
message may start to be transmitted in order to acquire the
application key to decrypt the data.

The key managing unit 104 of the node 100¢ which has
received the additional request message specifies the appli-
cation key which will be delivered to the application 200¢
from the session identifier and the like included in the addi-
tional request message (step S206). At this time, the second
communicating unit 105 transmits a message for notifying
the node 100a separately specified by the session identifier
that the application key is additionally provided to the appli-
cation 200c¢ (step S207), and the provision of the application
key from the node 100a to the application 200a may be
performed in synchronization with the transmission.

The node 100c¢ notifies the application 200¢ of a message
including the specified additional application key (step
S208). The message may include information of the session
identifier.

As illustrated in FIG. 8, in the embodiment, when the
request for starting the use of the application key is made, the
application key sharing process starts. Then, a generation
frequency or an exchange frequency of the application key is
controlled according to the session state, so that a necessary
amount of the application keys can be shared among the
plurality of the nodes 100. With this configuration, when the
need arises, the application 200 can perform the encryption
communication without being short of the application key. In
other words, as illustrated in FIG. 9, in a case where an
additional application key is actually requested, it is possible
to provide the application key which is generated and
exchanged at an appropriate frequency to the application 200.
In this way, according to the embodiment, the application key
can be efficiently generated and shared.

FIG. 10 is a sequence diagram illustrating an entire flow of
a session termination process according to the embodiment.
The session termination process is executed in order to ter-
minate the encryption communication which is being
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executed between the application 200a and the application
200c¢, and to terminate the key use session when there is no
need to use the application key any more.

The application 2004 transmits a message (a terminating
message) to the node 100a to notify that the application key is
not used any more (step S301). The terminating message may
include the session identifier and the like.

The second communicating unit 105 of the node 100a
receives the terminating message. At this point of time, the
state of the key use session which has been stored in the node
100aq is shifted to the terminating state. In addition, since the
state of the session is shifted to the terminating state, the
control unit 107 of the node 100a may stop the application
key sharing process which is being executed for the key use
session with the node 100c.

The second communicating unit 105 of the node 100a
executes the session termination process (step S302). For
example, the second communicating unit 105 deletes the
session information which corresponds to the session identi-
fier included in the received terminating message.

Ina case where another session is using the application key,
that is, in a case where there is a session whose session state
is in the connected state, the application key sharing process
may be continuously executed. The node 100a may notify the
node 100c¢ of the termination in order to perform the process
of terminating the application key which is shared with the
node 100¢ (step S303).

When the information associated with the key use session
is completely deleted, the second communicating unit 105 of
the node 100a transmits a message (a deleting completion
message) to the application 200a to notify that the deleting is
completed (step S304). The deleting completion message
may include information of the completely deleted key use
session. At this point of time, the information regarding the
key use session may be deleted from the node 100q.

On the other hand, the application 200¢ transmits a mes-
sage (a terminating message) to the node 100¢ to notify that
the application key is not used any more (step S305). The
terminating message may include the session identifier and
the like.

The second communicating unit 105 of the node 100c
receives the terminating message. At this point of time, the
state of the key use session which has been stored in the node
100c¢ is shifted to the terminating state. In addition, since the
state of the session is shifted to the terminating state, the
controlunit 107 of the node 100¢ may stop the application key
sharing process which is being executed for the key use ses-
sion with the node 100a.

The second communicating unit 105 of the node 100c
executes the session termination process (step S306). For
example, the second communicating unit 105 deletes the
session information which corresponds to the session identi-
fier included in the received terminating message.

Note that, in a case where another session is using the
application key, that is, in a case where there is a session
whose session state is in the connected state, the application
key sharing process may be continuously executed. The node
100¢ may notify the node 1004 of the termination in order to
perform the process of terminating the application key which
is shared with the node 1004 (step S307).

When the information associated with the key use session
is completely deleted, the second communicating unit 105 of
the node 100¢ transmits a message (a deleting completion
message) to the application 200c¢ to notify that the deleting is
completed (step S308). The deleting completion message
may include information of the completely deleted key use
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session. At this point of time, the information regarding the
key use session may be deleted from the node 100c.

Note that, while not described in the above each sequence,
when the request for changing the request throughput is
received from the application 200, each node 100 may change
the request throughput which is associated with the session
information. In this case, the node 100 may notify that the
request throughput has been changed even to the correspon-
dent node (the node 100c¢ for to the node 100a), and change
the request throughput of the correspondent node as well.
Then, the node 100 may change the frequency of generating
and sharing the application key according to the changed
request throughput.

According to the embodiment as described above, the fre-
quency of generating and the frequency of exchanging the
encryption key (the application key) are changed according to
the state of the session with respect to the application. With
this configuration, the application key can be efficiently gen-
erated and shared.

The respective units provided in the node 100 and the
application 200 according to the embodiment may be imple-
mented with hardware circuits, and some or all of the units
may be implemented with software (programs).

Next, a hardware configuration of the key generating
device according to the embodiment will be described with
reference to FIG. 11. FIG. 11 is a diagram illustrating a
hardware configuration of the key generating device accord-
ing to the embodiment.

The key generating device according to the embodiment is
provided with a control device such as a central processing
unit (CPU) 351, a storage device such as a read only memory
(ROM) 352 and a random access memory (RAM) 353, a
communication I/F 354 which is connected to a network to
make a communication, an external storage device such as a
hard disk drive (HDD) and a compact disc (CD) driver, a
displaying device such as a display, an input device such as a
keyboard and a mouse, and a bus 361 through which the
respective devices are connected to one another. Likewise, a
typical computer is used for the hardware configuration.

A key generating program which is executed by the key
generating device according to the embodiment is recorded in
an installable or executable format onto a computer readable
recording medium such as a compact disk read only memory
(CD-ROM), a flexible disk (FD), a compact disk recordable
(CD-R), and a digital versatile disk (DVD) so as to be pro-
vided as a computer program product.

In addition, the key generating program which is executed
by the key generating device according to the embodiment
may be configured to be provided such that it is stored in a
computer connected over a network such as the Internet,
thereby downloading the program through the network. In
addition, the key generating program which is executed by the
key generating device according to the embodiment may be
configured to be provided or distributed through the network
such as the Internet.

In addition, the key generating program according to the
embodiment may be configured to be provided such that it is
burned in the ROM 352 and the like in advance.

The key generating program which is executed by the key
generating device according to the embodiment is configured
in a module including the above-mentioned units (the first
generating unit, the first communicating unit, the second gen-
erating unit, the key managing unit, the second communicat-
ing unit, the storage unit, the control unit, and the platform
unit). As actual hardware, a CPU 351 (a processor) reads and
executes the key generating program from the recording
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medium so that the respective units described above are
loaded onto a main storage device and generated thereon.

While certain embodiments have been described, these
embodiments have been presented by way of example only,
and are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without depart-
ing from the spirit of the inventions. The accompanying
claims and their equivalents are intended to cover such forms
or modifications as would fall within the scope and spirit of
the inventions.

What is claimed is:

1. A key generating device which is connected to an exter-
nal device, comprising:

a processor configured to

generate a first encryption key shared with the external
device by using a quantum key distribution technique,

generate a random number as a second encryption key
independently of the generation of the first encryption
key, and

transmit and receive the second encryption key to and
from the external device through a link that is
encrypted using the first encryption key; and

a memory configured to store therein session information

including a communication state and a request through-
put that represents a usage frequency of the second key
of one or more key-use-sessions established with respect
to an application using the second encryption key,
wherein the processor controls changing a generating fre-
quency at which the second encryption key is generated
and controls changing a transmitting/receiving fre-
quency at which the second encryption key is transmit-
ted or received, the control of said changing of the gen-
erating frequency and the control of said changing of the
transmitting/receiving frequency being based on at least
one of the number of key-use-sessions, each key-use-
session having the communication state indicating a
connected state and a total value of the request through-
put that is requested for each of the key-use-sessions.

2. The device according to claim 1, wherein the processors
controls updating the usage frequency which is included in
the session information stored in the memory in response to a
request from the application, and changing the generating
frequency or the transmitting/receiving frequency according
to the updated usage frequency.

3. The device according to claim 1, wherein the processor
transmits and receives information to and from the applica-
tion according to a predetermined session control protocol,
wherein

the memory stores therein the session information of the

key-use-sessions established according to the session
control protocol.

4. The device according to claim 3, wherein the session
control protocol is a session initiation protocol (SIP).

5. The device according to claim 3, wherein

the processor verifies a request from the application, and

transmits and receives the information to and from the
application when the request is verified.

6. The device according to claim 1, wherein

the memory stores therein the session information of the

key-use-sessions established with respect to an applica-
tion which is provided with a function of storing the
second encryption key in a storage.
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7. The device according to claim 1, wherein the processor
determines, according to the session information, the external
device to/from which the second encryption key is to be
transmitted and received.

8. A key generating method performed in a key generating 5
device connected to an external device, the method compris-
ing:

generating a first encryption key shared with the external

device by using a quantum key distribution technique;

generating a random number as a second encryption key 10

independently of the generation of the first encryption
key;

transmitting and receiving the second encryption key to

and from the external device through a link that is
encrypted using the first encryption key; 15
storing, in a memory, session information including a com-
munication state and a request throughput that repre-
sents a usage frequency of the second key of one or more
key-use-sessions established with respect to an applica-
tion which uses the second encryption key; and 20
controlling, via a processor, changing a generating fre-
quency of generating the second encryption key in the
generating of the second encryption key and changing a
transmitting/receiving frequency at which the second
encryption key is transmitted or received, the control of 25
said changing of the generating frequency and the con-
trol of said changing of the transmitting/receiving fre-
quency being based on at least one of the number of
key-use-sessions, each key-use-session having the com-
munication state indicating a connected state and a total 30
value of the request throughput that is requested for each
of the key-use-sessions.
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